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AlienVault Mission

« Simplify how organizations detect
and mitigate threats

« Enable organizations to benefit from
the power of actionable threat
intelligence & unified security

* Provide the perfect, affordable fit for
organizations with limited budgets
and few in-house resources




With AlienVault You Can:

M

* Detect the latest threats without
having to buy, deploy and manage
multiple products and recruit, hire and
retain a staff of security analysts.

* Prioritize the threats that put your
business at risk by unifying security
technologies and the latest threat

intelligence.




An All-in-One Approach to Threat Detection

Unified Security Management (USM) Platform

« Asingle platform for simplified, accelerated threat detection,
incident response & policy compliance

AlienVault Labs Threat Intelligence

 Actionable information about malicious actors, their tools,
infrastructure and methods, automatically updated into the USM
platform

Open Threat Exchange

» The world’s largest repository of threat data provides a
continuous view of real time malicious activity

Unified Security Management” /
Platform



The USM Platform
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Actionable Threat Intelligence: Let us do the Work!

¢ Automatically detect and
prioritize threats through:

Next refresh in 264 seconds.

v’ Correlation Directives
Network IDS Signatures
Host IDS Signatures
Asset Discovery Signatures
Vulnerability Assessment Signatures
Reporting Modules
Incident Response Templates
Data Source Plug-Ins
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® Spend your time responding to S
threats, not researching them.

Unified Security Management”™
Platform



Open Threat Exchange (OTX)

The world’s first truly open threat intelligence
community that enables collaborative defense
with actionable, community-powered threat
data

With more than 37,000 participants in 140+
countries

And more than 3 million threat indicators
contributed daily

Enables security professionals to share threat
data and benefit from data shared by others

Integrated with the USM platform to alert you
when known bad actors are communicating
with your systems
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Trusted by Thousands of Customers
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Deployment Options to Fit Your Needs

® On-premise, in the cloud, or with an
Managed Security Service Provider
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® Physical or virtual appliances for on-

premise
_ All-in-O Separate Sensor,
® Choose All-in-One or separate A -I:]i;a.ngg Server, and Logger
components PP components
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On-Premise




What Our Customers Are Saying

“AlienVault USM is a product
that | truly believe needs to be
in every office and every
business. If | could afford it in
my home | would have itin a
second. | would put one at all
my families’ homes. They are
only 1 bad email click away
from a really bad month or
LIFE. Products like this can
stop the bad before it
becomes bad.”

“Suddenly, I'm the go-to guy
for security. With so many
products/services out there,
it's hard for people to know
where to start and where they
can get the most bang for
their buck. OSSIM was a
great starting point for me,
and migrating to USM has
brought even more value.”

Matthew J.
Frederickson

Security Officer

COUNCIL ROCK

SCHOOL DISTRICT

SOURCE: ANNUAL ALIENVAULT CUSTOMER SURVEY, SEPT. 2014

“We did a full competitive
comparison of log
management tools. We
reviewed AlienVault,
LogRythm, Splunk, HP
ArcSight and Solarwinds Log
and Event Manager. We
chose AlienVault Unified
Security Management (USM)
because it offered more than
the other products, at a
similar (or better) price.”
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“At Save Mart, we use the
AlienVault Unified Security
Management (USM) platform,
which is an easy-to-use,
affordable solution that
enables us to effectively
defend against today’s
evolving threat landscape.”

Stephen Molina
Information
Security Administrator
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CONTACT US
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WEB: www.infinity.bg



